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Phishing remains one of the most pervasive cybersecurity threats, exploiting hu-man and technical vulnerabilities and targeting users through deceptive Emails,URLs, and SMS messages. Artificial Intelligence (AI) and Machine Learning (ML)techniques have been widely used to improve phishing detection accuracy. How-ever, most existing studies have focused on specific data types, thereby limitingthe scope of their applicability, and lacking a generalized framework integratingheterogeneous data sources within phishing context. In this study, we propose ageneralized phishing detection framework that leverages classical machine learn-ing (Random Forest and Logistic Regression) and deep learning (ConvolutionalNeural Network) to identify phishing attempts across heterogeneous textual data,such as Emails, URLs, and SMSmessages. Moreover, we integrate interpretabilityinto model decisions using Explainable AI, particularly SHapley Additive exPlana-tions (SHAP), to enhance transparency and trustworthiness. The framework isevaluated based on both predictive performance and inference efficiency. Exper-imental results show that Random Forest achieves the highest accuracy (93%)and F1-score (85%), highlighting the efficiency of the classifier on tabular data forthe binary classification task at hand, while SHAP local and global explanationsreveal semantically relevant features influencing model decisions, where wordssuch as “admin” and “login” are identified as strong phishing indicators. These re-sults demonstrate the promise of our unified, interpretable approach in advanc-ing adaptive and trustworthy generalized phishing detection systems.
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1. Introduction
As cybersecurity aims to safeguard digital infrastructures through measures such as encryption,firewalls, and threat detection systems [1], researchers have increasingly applied Artificial Intelligence(AI) and Machine Learning (ML) to strengthen these defenses. Many works in the literature haveleveraged AI-based defenses such as in [2–4] and machine learning based techniques to improvephishing detection. For instance, the works in [5–9] addressed email phishing detection by applyingvarious machine learning and deep learning (DL) models to preprocess and classify email content,achieving high accuracy with methods like Random Forest, SVM, and neural networks.
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Some studies also incorporated multilingual detection and adaptive learning to enhance perfor-mance across different languages. The authors in [10–13], addressed phishing detection for URLs byextracting features like domain age, URL length, and suspicious characters, and applying models suchas Decision Trees, SVM, XGBoost, KNN, and Naive Bayes, with SVM often showing the best detectionperformance. SMS phishing detection was investigated in [14–17] by analyzing features such as wordfrequency, suspicious keywords, sender information, and message patterns, with studies comparingmachine learning models like SVM, Naive Bayes, Random Forest, KNN, and Logistic Regression, whereRandom Forest generally achieved the best performance. However, most existing studies typically fo-cus on a single type of input data, and rely on black-box machine learning or deep learning modelsthat offer little to no interpretability into how predictions are made. This limits both their applicabilityacross different real-world scenarios and their trustworthiness in critical domains like cybersecurity.Moreover, in high-stakes domains like cybersecurity, the inability to explain decisions can undermineuser trust and hinder adoption. Thus, there is a pressing need for a unified and interpretable phish-ing detection framework that performs robustly across heterogeneous text data while offering insightinto its internal decision-making process, enabling practitioners to implement reliable defenses andresearchers to refine methods that better address evolving phishing strategies.Unlike existing studies that focus on a particular data type or lack scalability and interpretability,we propose a comprehensive phishing detection framework capable of robustly handling diverse tex-tual inputs. Moreover, our framework incorporates interpretable Explainable AI (XAI) mechanisms toprovide transparent insights into its decision-making process, addressing both generalization and ex-plainability gaps identified in the literature. As such, this paper makes the following key contributions:
• We propose a generalized phishing detection framework that integrates and evaluates hetero-geneous textual data sources (emails, SMS messages, and URLs), extending beyond the limitedscope of prior studies.
• We implement and benchmark traditional ML models such as Random Forest and Logistic Re-gression, against DL CNNmodel to assess their performance under different splits and balancingtechniques.
• We leverage SHAP (SHapley Additive exPlanations) to provide interpretable insights into modelpredictions, identifying key features contributing to phishing classification, and enhancing trans-parency and trust.
• We introduce inference time as an evaluation metric, highlighting the trade-off between detec-tion accuracy and latency in real-time phishing detection systems.
• We ensure reproductibility and interactivity through a publicly available Google Colab notebookand a PowerBI dashboard summarizing phishing data insights.
The rest of the paper is organized as follows: Section 2 reviews the related work; Section 3 de-scribes our proposed framework, including the methodology, data processing steps, and model archi-tectures; Section 4 presents the performance results and analysis; Section 5 discusses key researchinsights and limitations; and Section 6 concludes the paper.

2. Related Work
Many studies in the literature have leveraged AI-based defenses, including machine learning tech-niques, to enhance phishing detection across different communication channels such as emails, URLs,and SMS. In addition, the integration of explainable AI (XAI) has gained increasing attention to improvetransparency and trust in phishing detection systems.
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2.1 AI-Based Defenses

AI has been integrated within the field of cybersecurity to enhance threat detection, automateresponse mechanisms, identify vulnerabilities in real time, and adaptively defend against evolving at-tack patterns through machine learning and natural language processing. [2] proposed a machinelearning-based intrusion detection system for Wireless Sensor Networks (WSNs) integrated with IoT,addressing their vulnerability to various attacks due to resource constraints and dense connectivity.It enhances detection accuracy by combining Support Vector Machine (SVM) with Stochastic Gradi-ent Descent (SGD) and introduces context awareness to improve system performance. The detectednetwork risks are categorized using a VG-IDS model, and the proposed WSN-DS algorithm outper-forms existing methods, achieving high accuracy, recall, and F1-measure scores. In addition to that,[3] proposed an intrusion detection approach for securing Software-Defined Networking (SDN) en-vironments using a combination of Graph Convolutional Networks (GCN) and Deep ReinforcementLearning (DRL). Aiming to address the vulnerabilities of SDN to unauthorized access and network dis-ruptions, themethod leverages the NSL-KDD dataset to train and evaluate its performance. Moreover,authors of [4] focused on evaluating the performance of the Advanced Encryption Standard (AES)to guide network designers in selecting appropriate security solutions. Key performance indicatorsconsidered include encryption and decryption time, CPU usage, throughput, latency, and energy con-sumption across various platforms. The study highlights challenges such as keymanagement, security-performance trade-offs, and platform heterogeneity. In adddition, [18] investigated a hybrid ensemblemodel for detecting and predicting anomalies in cybersecurity datasets, comparing their performanceusing metrics such as accuracy, MAE, and MSE.
2.2 Email Phishing Detection

Various papers on the intersection of phishing detection and AI have been explored; one scope un-der this field focused onmachine learning implementations for email input, where raw email content,including subject lines, headers, body text, and attachments, is preprocessed and transformed intostructured features that enable the model to distinguish between legitimate and phishing. [5] and[6] explored solely machine learning algorithms for phishing detection, mainly Decision Tree, KNN,Logistic Regression, Naive Bayes, Random Forest, AdaBoost, and SVM. On the other hand, [7] ex-plored both machine learning and deep learning models for the application, such as Neural Network,BART, and CART. [8] delved deeper into deep learning models for phishing detection, as the authorsexperimented with Recurrent Neural Networks (RNNs), Convolutional Neural Networks (CNNs), andtranformers. Considering email text input, Random Forest and SVM models generally showed high-est accuracies for phishing detection. [9] also presented an adaptive intelligent learning approachfor multilingual spam and phishing email detection, utilizing a visual anti-spam model. The proposedsystem operates in three phases and employs two Naive Bayes classifiers—one to identify the email’slanguage (Arabic, English, or Chinese) and another to classify the email as phishing or legitimate basedon that language.
2.3 URL Phishing Detection

Other work in this field covered phishing detection on URLs, where features such as domain age,URL length, presence of suspicious characters, and redirection patterns are extracted to train modelson identifying deceptive ormalicious web links. [10] and [11] investigatedmachine learning techniquesfor that, comparing their performance for different language preprocessing techniques in [10] andfor tuned hyperparameters in [11]. The models include Decision Trees, SVM, XGBoost, KNN, Random
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Forest, Naive Bayes, etc. In addition to the numerous machine learning algorithms, [12] experimentedwith a neural network architecture for detection on URLs, and [13] experimented with a simple neuralnetwork-a multi-layer perceptron (MLP). For URL text input, SVM model performed the best in termsof detection phishing attacks.
2.4 SMS Phishing Detection

The remaining input of textual format explored is SMSmessages, where concise and often informaltext is analyzed for features such asword frequency, presence of suspicious keywords, sender informa-tion, andmessage patterns. Smishing detection has been explored by [14] experimentedwithmachinelearning algorithms only, comparing the performance of 4 models (SVM, Naive Bayes, Random For-est, and KNN). Besides the models mentioned, [15] also experimented with Logistic Regression modeland compared performance for different vectorization techniques. [16] explored a larger number ofmachine learning models, comparing a total of 8 models, yielding a best accuracy and F1 score whenusing Random Forest model. Meanwhile, the authors of [17] only investigated deep learning modelsfor smishing detection, namely CNNs, RNNs, and SNNs, where CNN architecture was found to be per-form the best on their chosen dataset. For SMS input data, Random Forest classifier outperformedother ML models, while CNN classifier outperformed other DL models.
2.5 XAI Integration in Phishing Detection

The integration of XAI techniques has been addressed in literature to offer black-box models theadvantage of explainability and interpretability, which not restricted to the field of phishing detection,but within this field usedmainly under URL phishing. [19] proposed an explainable AI driven approachfor identifying phishing websites based on features extracted from URLs. It not only achieves highdetection accuracy (for Random Forest and SVM ML models) but also provides interpretable insightsinto which URL characteristics contribute most to the phishing classification, using LIME and EBM (Ex-plainable Boosting Machine) as XAI techniques. [20] also explored the same topic (URL phishing de-tection) and proposed a lightweight Gradient BoostingMachine (GBM)model for accurately detectingphishing URLs, incorporating SHAP to provide transparent, feature-level insights into model decisions.Similary, [21] introduced a multi-level stacking ensemble model designed to improve the accuracy andinterpretability of phishing URL detection. The ensemble comprises base classifiers—Naive Bayes,SVM, and Decision Tree—whose predictions are aggregated by a Logistic Regression meta-classifier,with an explainable layer using SHAP. [22] also investigated machine and deep learning models forthe detection layer of such systems, comparing Naive Bayes, Logistic Regression, MLP, and SVM, thenbuilding an interpretable layer on top of LR model using LIME.As presented in Table 1, existing literature on phishing detection varies based on the type of inputdata, the use of machine learning or deep learning techniques, and the integration of XAI methods.While prior studies demonstrate high accuracy on specific text types, none provide a unified frame-work across modalities with integrated explainability. Furthermore, the combination of SHAP withCNNs has not been explored, particularly in real-time phishing detection scenarios. To address thesegaps, thiswork examines both traditionalmachine learningmodels such as RandomForest and LogisticRegression, as well as deep learning CNN classification models for phishing detection on generalizedheterogeneous textual input, with XAI integration to provide interpretable insights into model deci-sions.
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Table 1: Comparison of the state-of-the-art approaches
Data types Techniques

Email URL SMS Machine Deep XAI
Ref Phishing Phishing Phishing Learning Learning Techniques
[2] ✓
[3] ✓
[18] ✓ ✓

[5] [6] [9] ✓ ✓
[7] [8] ✓ ✓ ✓
[10] [11] ✓ ✓
[12] [13] ✓ ✓ ✓

[14] [15] [16] ✓ ✓
[17] ✓ ✓

[19] [20] [21] ✓ ✓ ✓
[22] ✓ ✓ ✓ ✓

Proposed ✓ ✓ ✓ ✓ ✓ ✓

3. Methodology
In our work, we propose a generalized phishing detection framework where heterogeneous inputdata are collected (emails, URLs, SMS messages), preprocessed, and used to train different machinelearning and deep learning algorithms. As illustrated in Figure 1, the process begins with collectingand merging datasets from these sources as detailed in Subsection 3.1, followed by comprehensivepreprocessing steps such as handling missing values, removing outliers, and addressing class imbal-ance as described in Subsection 3.2. Labels are then encoded, and the data is split into training andtesting sets. Feature engineering is adapted to the model type where traditional machine learningmodels (Random Forest and Logistic Regression) use TF-IDF vectorization, while the deep learningmodel (CNN) uses tokenized text sequences enrichedwith pre-trainedword embeddings as presentedin Subsection 3.3. Model training is performed using scikit-learn for the machine learning models andKeras for the CNN, with hyperparameter tuning to optimize performance as discussed in Subsection3.4. To interpret model decisions, SHAP is applied to both traditional and deep models, as detailedin Subsection 3.5, offering transparency through feature attribution. Finally, model performance isevaluated using standard metrics such as accuracy, precision, recall, F1-score, and ROC-AUC, ensuringboth effectiveness and interpretability of the classification models in Section 4.

Figure 1: Overall framework for generalized phishing detection
3.1 Data Collection

In order to generate a comprehensive text input dataset with labels, 3 different datasets wereretrieved from Kaggle as csv files and combined: a dataset for emails with their labels [23], a datasetfor URLs with their labels [24], and a dataset for messages with their labels [25]. Tables 2, 3, and 4
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present an overview of each dataset:
Table 2: Sample entries from phishing emails dataset

Email Text Email TypePlease update your account information immediately toavoid suspension. Phishing Email
Thank you for your recent payment. Your account is nowup to date. Safe Email
Urgent: Confirm your password to prevent unauthorizedaccess. Phishing Email

Table 3: Sample entries from phishing URLs dataset
URL Labelwww.dghjdgf.com/paypal.co.uk/cycgi-bin/webscrcmd= home-customer&nav=1/loading.php bad

mail.printakid.com/www.online.americanexpress.com/index.html bad
Table 4: Sample entries from phishing messages dataset

text category labelWarning: Unusual login attempt detected on yourAmazon. Verify your identity. Urgency Phishing
Urgent! Your Google has been compromised. Clickhere to secure it now! Urgency Phishing

The emails dataset [23] is comprised of 18,650 entries of varying lengths (with a mean length of197 words per email and standard deviation of 175 words), with each entry labeled as either ’PhishingEmail’ or ’Safe Email’. The number of entries labeled as phishing (7,328 entries) is greater than thatfor non-phishing (11,322 entries). The URLs dataset [24] is comprised of 549,346 entries of varyinglengths (with a mean length of 51 characters per URL and a standard deviation of 45 characters), andeach entry is labeled either ’good’ (not phishing) or ’bad’ (phishing). The number of entries labeled asphishing (156,422 entries) is less than those labeled as not phishing (392,924 entries). Finally, for themessages dataset [25], the total number of entries is 1,000 entries of different lengths (with a meanlength of 13 words per message and a standard deviation of words characters) labeled as ’Phishing’.The messages dataset also includes a column on the category of the message, i.e, what tone it uses tolure victims (urgency, authority, or persuasion). The length of each text input for each of the 3 datasetsis computed and added as a new column by applying the ’len()’ function on the corresponding textcolumn.
3.2 Data Preprocessing

Data preprocessing is mainly divided into 4 steps: handling missing values, outliers, class imbal-ance, and merging the 3 datasets. First, we inspect if any of the datasets have missing values whereasthe other datasets have none; it was found that the emails dataset contains 16 missing text values.Since we are unable to identify what the actual text is, these 16 rows are dropped. Second, outlierswere detected when computing the mean of lengths, where abnormally large value was recorded for
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the emails dataset. Thus, outliers were handled using IQR (inter-quantile range), where the first quar-tile (Q1) and third quartile (Q3) are calculated to determine the spread of the middle of the data. TheIQR is then computed as the difference between Q3 and Q1. Based on this range, lower and upperbounds are established (Q1− 1.5 · IQR andQ3+1.5 · IQR, respectively), beyond which data pointsare considered outliers. The dataset is then filtered to retain only those entries with length valueswithin these bounds, effectively removing the extreme values. The datasets are then combined to in-clude 4 columns in the final version: [’text’, ’type’, ’length’, ’label’]. Finally, class imbalance is handledby upsampling the minority class (phishing class) to have an equal number of entries for both classes(392,238 entries for each).
3.3 Feature Engineering

In the first step of feature engineering, ’LabelEncoder’ is used to convert categorical labels in the’label’ column into numeric form (’phishing’ encoded to 1 and ’not phishing’ encoded to 0) and isadded as a new column to the dataset called ’label encoded’. This transformation is necessary becausemachine and deep learning models require input labels to be in numerical format for training andevaluation. The data is now ready to be model-specific processed and takes the format shown inTable 5:
Table 5: Sample entries from combined dataset

text type length label label encodedhi , paliourg , = => 78 % . . . ( owbsyqlb 9765 ) email 16 phishing 1Special access granted! Login now to receive yourpremium service before it’s too late. sms 14 phishing 1
youtube.com/watch?v=XTMY lD 5Ws url 31 not phishing 0
The second step is splitting the data into training and testing sets, where two different splits areperformed: one with 80% of the data used for training and 20% for testing, and another with a 70-30training-testing ratio, allowing comparison of model performance under different data splits. Afterthat, the data should be prepared to be inputted into two types of models (ML and DL models). Thus,two processing steps are executed (independently):
• Vectorization: Input processing step necessary to convert raw text into numerical features thatcan be understood bymachine learningmodels. TF-IDF (Term Frequency-Inverse Document Fre-quency) vectorization is used, which transforms the input into a vector within which each ele-ment represents the importance of a word, while also reducing the influence of less informativewords. An example can be seen below (Figure 2) where the vectorization indicates the relativeimportance of each word in the input text. The values (0.467562, 0.592508, and 0.655988)represent the TF-IDF scores for the words ”click”, ”immediately”, and ”password,” showing that”password” has the highest importance, followed by ”immediately,” and ”click,” based on theiroccurrence in this sentence relative to the entire data the vectorizer was fit on.

Figure 2: TF-IDF vectorization of sample input text
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• Tokenization: Input processing step necessary to convert raw text into numerical data that canbe understood by deep learning models. That is done by splitting the input into tokens andassigning each token a unique integer, thus sentences are converted into sequences of integersbased on the built vocabulary from the training data the tokenizer is fit on. In addition to that,sequences are padded or truncated to a maximum length since neural networks require inputsof fixed length. Figure 3 presents the result of tokenizing the same input sentence, where eachword is converted into an integer based on the tokenizer’s learned vocabulary. These numbersare unique IDs assigned to the words, reflecting their positions in the tokenizer’s word index.

Figure 3: Tokenization of sample input text
3.4 Model Architecture and Training

The machine learning models chosen for investigation are Random Forest and Logistic Regression.Random Forest model builds a collection of decision trees during training and outputs the mode oftheir predictions for classification. Each tree is trained on a random subset of the data and features,which helps reduce overfitting and improves generalization [26]. Logistic Regression model is usedfor binary classification tasks, where the goal is to predict one of two possible outcomes. It estimatesthe probability that a given input belongs to a particular class using the logistic (sigmoid) function,which outputs values between 0 and 1. The model learns by fitting the best set of weights to the inputfeatures to minimize the difference between predicted and actual labels [27]. The choice of classicalmodels is limited to the two mentioned since they are the most common classical models in phishingdetection research, capturing both linear and non-linear relationships, while having efficient trainingand testing, as well as avoiding redundancy in terms of comparative analysis.The deep learning model chosen for investigation is Convolutional Neural Network (CNN). CNNsapply convolutional filters over sequences of word embeddings to capture local features like n-gramsor phrase patterns. By using max pooling, CNNs can identify the most important features regardlessof their position in the text. Although originally designed for images, CNNs are effective in extractingspatial hierarchies in text, especially for fixed-length input [28]. CNN model is chosen for investiga-tion since LSTMmodels can be slower to train, and transformers like BERT demand significantly morecomputational resources and larger datasets to generalize effectively. For all models, the text is trans-formed either using vectorization (for ML models) or tokenization (for DL models), thus the featuresinputted to the models are the vectorization scores or the tokenized sequences. ML and DL modelsparameters are detailed in Table 6.
3.5 XAI Integration

Explainability in AI refers to the ability to understand and interpret how a model makes its predic-tions or decisions. A model is explainable when its decision-making process can be understood andinterpreted by humans in a clear and transparent manner. In the context of phishing detection, LR ishighly explainable because its coefficients clearly indicate how each feature influences the likelihoodof phishing. RF is partially explainable, as it provides feature importance scores, but its nature canmake it complex to interpret. CNNs are less explainable due to their complex, non-linear structures,and are generally considered black-box models in phishing detection.There are two different scopes for explanations, local and global. A technique offers local explana-tion if it has a narrow scope (specific to one instance) and explains why a specific decisionwasmade. A
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Table 6: ML and DL models parameters
Model Hyperparameters

Random Forest n estimators=50random state=42n jobs=-1

Logistic Regression
max iter=1000random state=42solver=’lbfgs’penalty=’l2’C=1.0

CNN

embedding dim=128conv filters=128kernel size=5pooling=’max’dropout rate=0.5dense units=64activation output=’sigmoid’
activation hidden=’relu’output units=2loss function=’binary crossentropy’batch size=64epochs=5optimizer=’adam’learning rate=0.001hidden layers=2 (Conv1D + Dense layer)

technique offers global explanation if it has a broad scope (applies to all inputs) and explains how themodel generally works. For this work, SHAP [29] will be used for explanations: the technique answersthe question ”how much did each feature contribute to this prediction?”. SHAP technique works forboth local and global explanations, and is based on cooperative game theory, specifically the conceptof Shapley values. As illustrated in Figure 4, SHAP takes a set of features as input to compute theircontribution to prediction, the contribution being the Shapley value. It calculates it by averaging itsmarginal impact across all possible subsets of features. This allows SHAP to provide both local (indi-vidual prediction) and global (overall model behavior) interpretability.

Figure 4: SHAP inputs, outputs, and internal processes for explanations

4. Performance Results and Analysis

We conduct three main experiments to (1) evaluate the performance of our proposed frame-work for different train-test splits in terms of accuracy (Eq. (1)), precision (Eq. (2)), recall (Eq. (3)),F1-score (Eq. (4)), confusion matrix (Eq. (5)), ROC, statistical significance and inference time to validate
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its efficiency and suitability for real-time applications, (2) apply different data balancing techniques,specifically SMOTE and undersampling, to evaluate their impact on model performance and robust-ness against class imbalance in phishing datasets, and (3) examine model explainability, using SHAPaiming at uncovering the key features influencing predictions, in order to uncover which features andpatterns in phishing emails, URLs, and SMS messages most influence the model’s predictions, facili-tating the identification of phishing tactics.

Accuracy =
TP + TN

TP + TN + FP + FN
(1)

Precision =
TP

TP + FP
(2)

Recall =
TP

TP + FN
(3)

F1 = 2 · Precision ·Recall

Precision+Recall
(4)

Confusion Matrix =

[
TN FP
FN TP

]
(5)

where TN (True Negatives), TP (True Positives), FN (False Negatives), and FP (False Positives) cor-respond to the counts of the instances in the confusion matrix, which shows how well the classifierperforms in predicting both the positive and negative classes.
4.1 Performance Evaluation

For the first experiment, we compare the performance of the three models (RF, LR, and CNN) fordifferent train-test splits (80-20% and 70-30%) in terms of accuracy, precision, recall, F1-score, ROC,statistical significance and inference time. Tables 7 and 8 show that in both cases, Random Forest con-sistently outperformed the other models, achieving the highest accuracy (93%) and demonstratingstrong precision, recall, and F1 scores for both classes. Logistic Regression followed closely behind,with a stable accuracy of 91% across both splits. However, its recall for class 1 (the minority class) re-mained lower than that of RandomForest, indicating slightlyweaker performance in detecting positivecases. The CNN model lagged behind, especially in classifying the minority class, where it achievedlower recall values (0.56 for 80-20% and 0.58 for 70-30%), resulting in overall lower F1 scores andaccuracy (81-82%). This could be due to CNN’s inability to effectively capture feature interactions intabular data, as it relies on spatial hierarchies that are absent in such datasets, leading to poorer gen-eralization and reduced performance. While the metrics remained largely consistent across the twosplits, the 70-30 split, having more data in the test set, did not cause significant degradation in per-formance. The results highlight that Random Forest is overall the most reliable for phishing detectionamong the considered models in terms of accuracy, with Logistic Regression demonstrating slightlyless yet competitive accuracy values, and CNN’s comparatively poor results emphasize challenges inapplying DL to structured data without further optimization.
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Table 7: Performance metrics for different models and train-test splits
Train-Test Split Model Accuracy Precision Recall F1 Score

80-20 Random Forest 0.93 0.93 0.79 0.85Logistic Regression 0.91 0.91 0.73 0.81CNN 0.81 0.67 0.56 0.61
70-30 Random Forest 0.93 0.92 0.79 0.85Logistic Regression 0.91 0.91 0.73 0.81CNN 0.82 0.68 0.58 0.63
Table 8: Statistical significance of F1 score differences between models

Comparison t-statistic 95% CI F1 DifferenceRF vs LR 1455.88 [0.0351, 0.0403]RF vs CNN 4188.19 [0.2313, 0.2422]LR vs CNN 3354.09 [0.1930, 0.2048]
The ROC curves shown in Figure 5 plot the true positive rate (TPR) against the false positive rate(FPR) at various classification thresholds. A curve closer to the top-left corner indicates better modelperformance, as it shows high TPR and low FPR. The area under the curve (AUC) quantifies this per-formance, with values closer to 1 indicating better classification ability, while an AUC of 0.5 suggestsrandomguessing. We can see that the AUC values for RF and LR are consistent for both data splits (0.97and 0.96, respectively) whereas that for CNN is slightly less (0.83 for 80-20 split compared to 0.82 for70-30 split). These results demonstrate that classical ML models like Random Forest and Logistic Re-gressionmaintain robust and stable performance across different training-test splits, highlighting theirreliability for phishing detection on structured data. On the other hand, the AUC values for the CNNmodel suggest that DL architectures may require more extensive tuning or larger datasets to achievecomparable stability and accuracy in this domain.

Figure 5: ROC curves for different models and train-test splits
In terms of time taken for inference, since phishing detection is a time-critical application andrequires real-time results, model inference results must be generated in least time possible. Figure 6shows the average inference time for the threemodels over 10 samples for 10 iterations; it can be seen
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that Logistic Regression performs the best in terms of inference (fraction of a second) given its simplecomputations, followed by Random Forest, and finally CNN (0.1456 seconds) due to its complex neuralarchitecture. These results highlight the trade off betweenmodel complexity and real-time applicabil-ity, with Logistic Regression offering a favorable balance for latency-sensitive phishing detection sce-narios. In general, the results show that Random Forest achieved the best performance, with higheraccuracy and F1-scores than both Logistic Regression and CNN. Logistic Regression, however, provedfastest in inference, making it suitable for real-time use, while CNN underperformed on both accuracyand speed. These results highlight the trade-off between accuracy and latency, with Random For-est providing strong overall balance and Logistic Regression being more practical for latency-sensitivephishing detection.

Figure 6: Average inference time using different models over 10 iterations
For the second experiment, we compare the performance of the machine learning models (RFand LR) for data balancing techniques. Two different data balancing techniques in addition to no bal-ancing were compared through confusion matrices. The first technique is SMOTE (Synthetic MinorityOver-sampling Technique) which is an over-sampling technique used to address class imbalance bygenerating synthetic examples for the minority class. It works by selecting minority class instancesand creating new instances by interpolating between them and their neighbors. The second tech-nique is undersampling which reduces the size of the majority class to balance the dataset. This isachieved by randomly removing samples from the majority class to match the number of instances inthe minority class.As presented in Table 9, both models significantly improve their ability to detect the minority classafter applying SMOTE and undersampling, as evidenced by the higher number of true positives. How-ever, this improvement came with a slight increase in false positives. Random Forest consistentlyoutperformed Logistic Regression across all methods, achieving a better balance between sensitivityand specificity, particularly when undersampling was applied. The comparison of these data balanc-ing techniques highlights their impact on model performance and underscores the importance of ad-dressing class imbalance in phishing detection. SMOTE generally enhanced recall by enabling modelsto better identify minority class instances, though it occasionally increased false positives. Conversely,undersampling effectively balanced the dataset but sometimes led to the loss of valuable informationfrom the majority class, which negatively affected overall accuracy.
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Table 9: Confusion matrices for different data balancing techniques
Technique Model TP FP TN FN
None Random Forest 26548 1597 79553 6098Logistic Regression 25548 2042 79108 7098
SMOTE Random Forest 30884 9855 71295 1762Logistic Regression 30357 11029 70121 2289

Undersampling Random Forest 31191 10948 70202 1455Logistic Regression 2341 69892 69882 2341
4.2 XAI Results

In order to generate local explanations, a text sample is selected randomly from the test set.The sample is selected to be of type SMS message and labeled as phishing. The sample text is pre-processed (vectorized and tokenized) to be fed into the three models to generate and explain thepredictions on this sample (Figure 7). The prediction probabilities reflect the classification of this sam-ple as phishing by all models. Using the Python built-in SHAP [29] kernel explainer, model predictionsare explained, and the 3 features with highest contribution to the prediction being phishing are pre-sented in Figure 8. It can be seen that words like ’click’, ’secure’, and ’urgent’ contribute highly to a textbeing classified as phishing, which is semantically logical and aligns with natural human language. Thislocal explanation not only validates the model’s ability to focus on meaningful and relevant featuresbut also enhances trust and transparency in the detection process. By highlighting interpretable key-words that align with human intuition, the approach facilitates better understanding and validation ofthe model’s decisions by field experts.

Figure 7: XAI test sample-vectorized and tokenized

Figure 8: SHAP local explanations on selected sample
In addition to local explanations on a sample input, we also generate global explanations to exam-ine which features (words) influence the model decision into classifying an input as phishing. Figure 9compares the top 6 features for each of the three models; each bar represents the average abso-lute SHAP value of a given word, indicating how much that word contributes to the model’s outputon average. Across all models, the word ”login” emerged as the most influential indicator of phishing,followed by ”admin”, which also showed high importance across the three classifiers. Other words like”update”, ”info”, and ”auth” also contributed significantly, especially for CNN and Logistic Regression.
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Some features were emphasized more by certain models—for instance, ”administrator” and ”verify”had noticeable influence in Random Forest and CNN, respectively, while ”browse” was highlightedmainly by Logistic Regression. This global explanation highlights the key features driving model de-cisions, providing valuable insight into the common patterns recognized across different classifiers.The consistency of terms like ”login” and ”admin” as strong phishing indicators reinforces their criticalrole in identifying malicious content. Additionally, the variation in feature importance across modelssuggests that eachmodel captures different nuances in the data, which could be leveraged for ensem-ble approaches to improve detection robustness. In general the third experiment revealed both localand global insights intomodel behavior, where local explanations showwords that strongly influencedpredictions across all models, while global explanation show terms like “login” and “admin” consis-tently emerging as the most influential phishing indicators. This consistency reinforces the critical roleof certain features in detecting malicious content.

Figure 9: SHAP global explanations feature comparison for different models

5. Research Insights and Limitations
This work presents several key contributions to the field of phishing detection in cybersecurity. Theresult shows that Random Forest consistently outperforms Logistic Regression and CNN, achieving thehighest accuracy (93%) and F1 scores, particularly in detecting phishing cases. Techniques like SMOTEand undersampling further improved detection of theminority class, with Random Forest maintainingtop performance across all balancing strategies. The integration of SHAP-based explainability providesboth local and global feature attributions, with keywords such as “click,” “login,” and “admin” emerg-ing as strong phishing indicators. These findings offer practical insights intomodel effectiveness acrossdata types and emphasize the value of interpretability, adaptability, and robustness in phishing detec-tion systems.Nevertheless, despite its strong performance, our approach has certain limitations that pave theway for future research. One limitation is the focus on English language datasets which restricts gen-eralization in multilingual settings, as such future work should explore cross-lingual transfer and lowresource language settings where phishing attacks exploit specific regional linguistic cues. Anotherlimitation is the scope of detection model architectures, as recent advances in deep learning architec-tures such as transformer-based and multi-modal models would further enhance robustness againstsophisticated attacks. Additionally, real-time deployment considerations remain underexplored, in-cluding the challenges of integration with live email gateways or messaging platforms, ensuring low-latency performance, and maintaining privacy in distributed environments through techniques such
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as federated learning. Beyond the mentioned technical aspects, strengthening the explainability layeris also crucial, not only by comparingmultiple XAI methods but also by conducting user-centered eval-uations to examine how explainability influences trust, decision-making, and adoption by end-usersand security analysts.
6. Conclusions

This study presents a generalized phishing detection framework that explores ML, DL, and XAItechniques to effectively identify phishing content across diverse text sources, including emails, SMSmessages, and URLs. Through systematic experimentation, Random Forest emerged as the most re-liable model, achieving the highest accuracy and balanced performance across precision and recall,while Logistic Regression offered superior inference speed. The integration of SHAP provided both lo-cal and global interpretability, highlighting linguistically meaningful features such as urgency-relatedterms that strongly influencemodel predictions.This research advances the field by demonstrating thefeasibility andbenefits of integrating heterogeneous data types into a single, robust detectionpipeline,moving beyond models that typically focus on a single input type. Our work also contributes to thegrowing body of literature emphasizing the importance of interpretability in cybersecurity, showinghow SHAP-based explanations can provide both local and global insights intomodel decisions, therebyenhancing trust and accountability in automated phishing detection.While our approach shows strong performance, there are several limitations, including the lan-guage of the dataset and the diversity and scale of real-world phishing attacks, potentially limiting gen-eralizability, in addition to SHAP’s computational overhead which may impact real-time application,especially for deep learning models. Lastly, the CNN model’s relatively lower performance suggestsa need for further exploration of architectures better suited to structured tabular data or alternativeembedding strategies. Future research should explore expanding the dataset to incorporatemore lan-guages and emerging phishing vectors, such as social media messages and voice phishing transcripts,to improve the framework’s robustness. Investigating hybrid or ensemble models that combine thestrengths of machine learning and deep learning could enhance both accuracy and efficiency.
7. Dataset, Code, and Dashboard

Our work is fully reproducible via and open-source notebook and an interactive PowerBI dash-board:
• Dataset and Notebook link
• Dashboard link
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